
with
thenumber of

mobiledevicescontinuing
to expandandcheque
booksandcash

becoming
lesscommonasmoney

increasingly
flowsthroughcyberspace ,

the
issue of trust is becomingvital.

At lastweek' s Infosecurityevent
therewas

a lot of talkabouttheneed
to securethecloudandensurethat
remoteaccess is deliveredviarobust
gateways ,

and at theheart of it was
thequestion of identity.

Astheperimeters of securityhave
widenedoverthepastfewyears to

surroundmultipleaccesspointsand
theindividual

,

thechallengethe
industryfaces is

to ensurethatonlythe
rightpeoplecanaccessthenetwork.

Identitychallenge
"Arecurringthemehasbeenthe
concept of trying to establishdigital
identity ,

andthatwillbeone of the
greatestchallenges to emerge in the
nextdecade

,

"

saysBarryJaber ,

assistantdirector
of strategy at

PricewaterhouseCoopers (

PwC
)

,

whichhasbeen
chargedbythegovernment-backed
TechnologyStrategyBoard to

identifyfuturesecurity trends.
Aswellasidentity ,

PwCexpects to

seeseveralotherdevelopments over
thenextdecade

(

seebox
, p10 )

,

but
identity is theonethatstandsout
among thelist

of predictions.
" Newtechnologyhasmade it

easier to impersonatepeople , companies
andbrands

,

andthat is a realthreat
,

"

saysJaber , addingthattrust is crucial
andnotjustbetweenpeople . Asthe

volume of datacontinues to grow ,

therewillhave
to betrustbetween

different technologies .

" Therehave
to bedifferentways of establishing
trust

,

"

saysJaber.

Securingourdigitalfuture
Identityprotectionwillplay a keypartas IT advancesourdigitalworld

,

writesSimonQuicke

" Currentmodelsprimarilylook at

human-to-human trust . Butwith
greaterconnectivity ,

there is an
increasingneedforhumans to trust
technology , technology to trust
technology ,

andeventechnology to trust
humans

,

asdevicesincreasinglyact
onbehalf

of individuals
,

"

says
AndrewTyrer ,

whoheadsthe
information securityactivities at the
Technology StrategyBoard.

Thereasonthattrust is sovital is

becausesecurityfearsareholding
backcloudadoption . Andaswe
move towardsmoremicro-payments
viawirelessdevices

,

usersneed to be
confident themethod

is safe . Andfor

companies ,

thedays of keepingall
thestaff in theofficeareover.

Thepredictionsmadebythe
Technology StrategyBoardaredesigned
to helpBritishcompaniesworkout
where theycantakethe leadbyusing
informationsecurity . Thereport
shown at Infosecsuggests thelargest
opportunity is aroundnailingthis
identityopportunity.

Digitalfuture
RSA

,

which is wellknownforthe
tokenscarriedaroundbymany
corporate staffontheirkeyrings ,

used
theshow to displayauthentication
systems thatdonotrequirehardware.

Cryptocard ,

anotherauthentication
specialist ,

demonstratedits
cloudbasedCrypto-Mas offeringwhich
userscanaccessusingsoftware
tokensalreadydownloadedontheir
smartphonesandlaptops.

Sotheindustry is moving to do
somethingaboutthe identity issue

,

andauthentication is developing to

focusmoreonmaking lifeeasierfor
theindividualbutequallysecure for
theprovider of data.

Butdespitesuchadvances
,

more
willhave to bedone

to ensurethatthe
worldtheTechnologyStrategyBoard
is expecting to emergeby2020does
so .

" Thecost of inactionwillgrow
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andthe
[ consequences ]

of

underinvestment or delayedinvestment
willbecomemoresevereovertime

,

"

warnsNeilHampson ,

a partner at

PwCLLP
,

whowaspart of theteam
commissioned to writethereport.

Channelrole
Forthose in thechanneloperatingon
thefrontline

,

theissue of trusthas
alreadycroppedupand is causing
security resellers to confront
technology changesandshifts in society.

BarrieDesmond
,

business
developmentdirector at VADition

,

believesthatwhatwasseenascriminal
30 or 40yearsago is nolonger
perceived to bestealing , particularly
when it comes to intellectual
property

. Andthegeneration of

'

digital
natives' is struggling to understandthat
noteveryone is trustworthyasthey
bandyaroundallsorts of personal
information.

ButDesmondsaysthatwith
demandforweb2.0securityonlylikely
to increaseasawareness

of cloudand
socialnetworkinggrows ,

resellers
canstrengthentheirofferingby
addingsecuritytools.

Butthekey to makingprotection
widespread is to getawayfromthe
complexityandhurdlesthatsecurity
solutionsoftenpresent to theuser.

" Youhave to make it easy to use
,

affordableandeasy to deploy ,

"

says
GaryMarsden

, vice-president
managedservices at Cryptocard.

Thegauntlethasbeenthrown
down to thesecurityindustry to be
pickedupandcarriedwellbeyond
Infosec . Theimportance of cracking
thedigitalidentitynutgoeswell
beyondthesecurityindustry ,

andthose
in retail

, governmentandthefinance
sectorwillbewatchingandhoping a

solutionemergesbefore2020 .

"
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